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Aim

The purpose of this strategic plan is to agree on directions for the development of a national spatial information capability that can be used to support critical infrastructure protection (CIP), counter terrorism (CT) and emergency management (EM) activities at the national, state and local government levels.

Background
The National Counter Terrorism Committee (NCTC) originally established the National Spatial Information for National Security (NSINS) working group in 2004 to “…consider and facilitate the use of spatial information in support of counter terrorism, critical infrastructure protection and emergency management across, within and between states, territories, local government and the Australian Government”. 

The NCTC allocated resources for NSINS to develop a spatial strategic plan to identify and address the issues involved in building a national ‘all hazards’ spatial information capability over all aspects of prevention, preparedness, response and recovery (PPRR). 

The Australian Emergency Management Committee (AEMC) established the National Information Management Advisory Group (NIMAG) in 2005 to ‘…assist [it] in achieving its aims in regard to national co-ordination and governance arrangements for emergency management data, information and knowledge”.

1. Due to the commonality of interests of both NSINS and NIMAG during 2006, AEMC and NCTC decided that they should amalgamate. NSIM came into being in March 2007 and supersedes both NSINS and NIMAG. Details on the role and function of NSIM are provided at Appendix One.

The NCTC-endorsed Conybeare Report of 2003 recommended three bands of capability development addressing the spatial requirements of CIP, CT and EM.  This framework provides a useful construct for assessing the effectiveness of the NSIM Spatial Strategic Plan.  Detail on the development bands is provided at Appendix Two.

Spatial information, in the context of this plan, means: 

· the information itself (e.g. roads, street address, imagery, utilities, property boundaries, land cover), and

· the technologies required to share, analyse and present the information (e.g. Geographic Information Systems (GIS), modelling software, web mapping services and visualisation tools).

Spatial information use

Almost all information required for the PPRR phases of an event, whether man-made or natural, has a locational, or spatial, component.  

Following the September 11, 2001 attack on New York, extensive use was made of spatial information. Over 5000 different maps were produced, many updated daily. They included site plans, building condition reports, forensic maps, site access points and restrictions, hazard maps, location of pipes and cables and transport routes. 

In 2004, the US Congress determined that geospatial technologies and spatial information improve government capabilities to detect, plan for, prepare for, and respond to disasters in order to save lives and protect property.

In 2005, the NCTC agreed that information sharing is essential to national security, CIP, and mitigation, response and recovery from natural disasters. 

The availability of adequate spatial information and tools is a recognised requirement of all national and state coordination centres, emergency operations centres, and emergency services organisations.

In 2005 a major multi-jurisdictional exercise, Mercury-05, included spatial information as one of the response capabilities tested.  The exercise identified three key issues to be addressed as priorities:

· spatial capability was lacking in some jurisdictions

· awareness levels of the use of spatial information and available technologies was very low, and

· connectivity and interoperability were inadequate for a major state or national response.

The Asia-Pacific Economic Cooperation (APEC) series of meetings is being held in Australia in 2007.  Meetings will be held in most capital cities, culminating in the Leaders’ Meeting in Sydney in September. Spatial information, including maps and imagery, will be used throughout APEC 2007 to support security planning arrangements.

Spatial information typically has a value to more than one agency and for more than one purpose.  It is therefore more effectively sourced, collated, and distributed through shared resources and interoperable technologies. 

The NSIM challenge is to facilitate the development of a spatial information capability that is an integral component of all operational management and decision making, which can readily be used across all jurisdictions and agencies.

Strategic Intent

By implementing this strategic plan, NSIM seeks to optimise the safety and resilience of the community through the use of spatial information for effective operational, strategic and executive decision making.
The Spatial Strategic Framework

The NSIM Spatial Strategic Framework (2007–2010), describes a series of outcomes, strategic pathways and milestones. 

Outcomes:
the characteristics and results required of the capability.  Scorecard measures are assigned to each outcome as a performance indicator on achievement.

Strategic Pathways:
the major focus areas to ensure that the outcomes are realised.

Milestones:
the progress targets to achieve the required outcomes.  
Outcomes

Implementation of the strategic plan will deliver the following outcomes in relation to CIP, CT and EM by December 2010:

· National Spatial Capability to Support Decision Making – delivery of spatial information, personnel and resources to enhance and sustain effective ‘all hazards’ decision-making

· Easy National Access – access to relevant spatial information, when and where needed, to give a common operating picture for operational, strategic and executive levels

· High Awareness and Demonstrated Use – wide acceptance and use of spatial information to support core business and PPRR activities
· Interoperable and Integrated Systems and Information – incident management, predictive modelling and analysis tools can access and integrate information held on nationally interoperable spatial information systems

· Agreed Data Standards and Access Protocols – agreed data standards and access protocols are adopted to ensure consistent and cooperative sharing of spatial information across agencies and jurisdictions, and

· National All Hazards Governance Process – collaborative and complementary arrangements exist within and across all jurisdictions for the access and use of spatial information.

Strategic Pathways

To achieve the outcomes, the following interdependent strategic pathways have been identified:

Strategic Pathway 1 – Develop an agreed Policy Framework

Agreements on specific policies will be required from stakeholders at national, state, territory and local government levels.  These agreements will provide unified and clear direction whilst empowering those responsible for implementing the national spatial capability.  An agreed policy framework that is capable of being refined as part of a continual improvement process will be required to address a number of key implementation issues, including:

· determination of the scope, budget and schedule constraints

· reporting requirements as the capability is developed and implemented, and

· jurisdictional responsibilities and obligations in relation to the collaborative development and implementation of the national spatial capability.

Strategic Pathway 2 - Build an Operational Governance Structure

The delivery of a national spatial capability will be dependent on having an interactive and effective governance structure in place.  At the national level, NSIM will engage with the Australian Emergency Management Committee (AEMC), the National Committee on Critical Infrastructure Protection (NCCIP) and the National Counter Terrorism Committee (NCTC).  These committees will provide strategic direction on the development and implementation of a national spatial capability.

The states and territories will ensure that they each have a consultation / coordination mechanism in place, which includes local government, and supports the work of their NSIM representatives at the jurisdictional level.

In order to ensure the timely completion of tasks and the coordination of priorities under the strategy, it will be necessary for NSIM to establish a project management structure.  

The Australia New Zealand Land Information Council (ANZLIC), Australian Local Government Association (ALGA), Emergency Management Spatial Information Network Australia (EMSINA) and other external entities, including academia, may support NSIM and provide advice on spatial information issues as necessary.

Strategic Pathway 3 – Specify User Requirements

To ensure that the spatial information capability meets user needs, it is of fundamental importance that the operational and strategic user requirements are fully explored, analysed and documented.

User requirements analysis will be achieved by:

· reviewing previous works such as the Conybeare Report, ANZLIC Spatial Information Needs Report, lessons learnt from recent CT and EM exercises and other relevant jurisdictional operations and exercises

· developing a user requirements matrix for the CIP, CT and EM sectors addressing the information needs and business processes of all potential users

· validating common PPRR requirements within each jurisdiction, and

· aligning the resultant national spatial capability requirements analysis report to the implementation plan to ensure that the delivered capability meets user needs.

Strategic Pathway 4 - Establish Common Operating Protocols 

A set of principles and procedures will be developed to support:

· integration of information required for the range of business processes across the CIP, CT and EM sectors

· interoperability of systems that support those protocols 

· implementation of a common operating picture, and

· timely and secure exchange of information between all participants.

National and international metadata standards and protocols exist or are being developed.  Adoption of existing and emerging standards and protocols will ensure best practice is observed and a continual improvement process is applied to the capability.  

All information will be required to meet minimum common standards for accuracy, currency, compatibility and completeness.  Standard modelling tools and existing proven technologies will be identified and implemented to ensure interoperability with existing capabilities including the Critical Infrastructure Protection Modelling and Analysis (CIPMA) Program and the Defence Imagery and Geospatial Organisation (DIGO) Geospatial Incident Response Capability (GIRC). 

Strategic Pathway 5 - Establish Effective Data Capture and Sharing Arrangements
There is an opportunity to extract significant benefits through the removal of existing impediments of a legislative, administrative, policy and functional nature which give rise to duplication, access limitations, information gaps and additional costs.  

It is proposed to seek a commitment to greater information sharing and access by means of an inter-governmental agreement, which articulates both the principles and some specific undertakings. 

Strategic Pathway 6 – Develop a National Spatial ‘Library’

A major deliverable of the capability is the analysis, design and implementation of a national spatial architectural framework that provides all users with timely and secure access to information from various authoritative sources.  The capability to access required information from this distributed access model will significantly contribute to providing a common operating picture.  The common operating picture can be adjusted to suit the information needs for any incident, for responders and various levels of operations and management, when and where needed.

To avoid ‘re-inventing’ existing and proven technologies during the design of the architectural framework, an examination of capabilities, user requirements and technologies will be undertaken.

Strategic Pathway 7 – Education and Awareness Programs 

It is important that staff engaged in CT, EM and CIP based PPRR activities have an understanding of, and ability to use, these spatial capabilities for decision support.

To ensure that all users acquire an appropriate degree of sophistication in their awareness or use of the capability, the following activities will be undertaken:

· a package of education and awareness presentations, including fact sheets and associated written material will be developed and made available.  The material will be targeted at executives, senior decision-makers, forward commanders and equivalents

· spatial core competencies and common skill sets will be identified and incorporated into capability training plans

· spatial training modules will be developed for use by all agencies and will be incorporated into existing training programs for all emergency management and counter terrorism practitioners, and

· peak bodies and other relevant training experts will be engaged to support the delivery of appropriate training.

Support from the NCTC and AEMC will be sought to ensure that the use of spatial information is effectively tested in all future CT and EM exercise programs.  Mandating the use of spatial information in future exercises will substantially assist in establishing the national spatial capability as a key decision support tool.  It will give users the opportunity to maintain their skills in the use of the capability and provide the capability maintainers with an opportunity to evaluate the effectiveness of the capability for ongoing quality assurance purposes.

Milestones

The following table details milestones to be achieved by December 2007.  Additional milestones will be developed by NSIM for 2008 and 2009 to progressively focus on work to achieve the December 2010 outcomes.

	Determine the operational arrangements in place to enable NSIM to undertake the implementation of a national spatial capability
	NSIM will review its governance and structure to enable it to act as a facilitator and coordinator of tasks necessary to achieve the strategic plan outcomes.

	Clear statement of user requirements across CIP, CT and EM 
	A set of user requirements has been identified and clearly articulated for each of CIP, CT and EM from forward command to national executive level.  This will include the political and media interfaces.

	Clear national gap analysis on capabilities 
	A national capability gap analysis has been completed to provide direction on priorities and areas of development to a base set of standards.

	Nationally endorsed set of common operating principles
	A national set of common operating principles has been identified and agreed which relates to the capture, maintenance, supply, use and management of spatial information within an interoperable framework.


	Awareness and engagement program delivered in all jurisdictions and levels
	All parties have developed and commenced educational/awareness programs around the use of spatial information in all hazards management and at all determined levels.  A range of suitable presentations and written material has been developed and is available for national use. 

	Nationally shared training program 
	Spatial information is a component of training programs within the all hazards environment.

	Spatial information is an objective for all exercises 
	Spatial information is included as a component in exercise objectives, writing and planning, and is used and tested by participating agencies in all relevant exercises.

	National spatial 'library' architecture defined and costed 
	Concept of a national spatial ‘library’ defined and scoped. As a ‘virtual’ entity, core elements of it will already be in place.

	APEC 07 effectively used spatial information for planning and implementation 
	Spatial information was effectively used in the planning and operational delivery of services in support of APEC 07 security in all jurisdictions.

	Nationally endorsed policy and complementary governance process in place
	A draft of acceptable policy and governance initiatives has been distributed and agreed ‘in principle’ for progression to a formalisation stage.


Whilst the initial focus is for the period to 2010, there will be an ongoing process of continuous improvement beyond 2010.

The NSIM Spatial Strategic Framework is represented diagrammatically on the next page.

	NSIM Spatial Strategic Framework 2007 – 2010

“Optimise the safety and resilience of the community through the use of spatial

information for effective operational, strategic and executive decision-making”

	Dec 2007 Milestones
	2010 Outcomes
	2010 Scorecard Measures

	· Determine the operational arrangements in place to enable NSIM to undertake the implementation of a national spatial capability

· Clear statement of user requirements across CT,  EM and CIP 

· Clear national gap analysis on capabilities 

· Nationally endorsed set of common operating principles

· Awareness and engagement program delivered in all jurisdictions and levels

· Nationally shared training program

· Spatial information is an objective for all exercises

· National spatial 'library' architecture defined and costed

· APEC 07 effectively used spatial information for planning and implementation

· Nationally endorsed policy and complementary governance process in place
	National Spatial Capability to Support Decision Making
	Delivery of spatial information, personnel and resources to enhance and sustain effective ‘all hazards’ decision-making achieved

	
	Easy National Access
	Access to relevant spatial information, when and where needed, to give a common operating picture for operational, strategic and executive levels

	
	High Awareness and Demonstrated Use
	Wide acceptance and use of spatial information to support core business and PPRR activities

	
	Interoperable and Integrated Systems and Information
	Incident management, predictive modelling and analysis tools can access and integrate information held on nationally interoperable spatial information systems

	
	Agreed Data Standards and Access protocols
	Agreed data standards and access protocols are adopted to ensure consistent and cooperative sharing of spatial information across agencies and jurisdictions

	
	National All Hazards Governance Process
	Collaborative and complementary arrangements exist within and across all jurisdictions for the access and use of spatial information

	Strategic Pathways

	1. Develop an agreed policy framework
	2. Build an operational governance structure
	3. Specify user requirements
	4. Establish common operating protocols 
	5. Establish effective data capture and sharing arrangements 
	6. Develop a national spatial ‘Library’
	7. Implement education and awareness programs


The Way Forward

Implementation Strategy

NSIM will provide the forum for coordination and collaboration to build on individual capabilities, enabling the sharing of information, knowledge and experiences across the broad CIP, CT and EM arenas.

It is intended that jurisdictions, through their own complementary coordinating mechanisms, will develop implementation plans for their core activities aligned to the national approach enunciated in this strategic plan.  There will also be activities of a cross-border jurisdictional nature as well as between jurisdictions and nationally focused activities.  It is intended that these activities will also be aligned to the consistent national approach of this plan.  Some activities will be enhancements of existing work and others will be new.

In all Australian states and territories, spatial information is used to support a number of activities which may include investigations, fire fighting, emergency call services, computer aided dispatch, crime reporting and operations. 

It is recognised that all jurisdictions involved are at different stages of maturity with spatial capabilities, have varying levels of resources available, and are tasked to deliver outcomes in accordance with their own priorities and objectives.  The aim is to provide flexibility to cater for these variations but within the coordinated and common national framework of this plan.

The APEC series of meetings in 2007 provides an important early focus for activities, and highlights the need for significant progress to be achieved in implementing capability improvement by that time.

Once the strategic plan has been endorsed by AEMC, NCCIP and NCTC, an implementation plan which articulates the steps required across agencies and across jurisdictions will be developed.

Financial Impact

Dynamic spatial information is an essential tool for modern emergency managers and planners.  However, like all modern technological and communication tools, it comes at a cost.

In most jurisdictions, there has already been a significant investment in systems and data capture and storage.

To progress some of the implementation strategies identified in this document, it will be necessary to develop business cases to obtain the necessary support.  Other strategies will be covered within existing agency and jurisdictional priorities, while some are not yet sufficiently developed to enable the financial and resourcing implications to be identified.

Appendix One – National Spatial and Information Management (NSIM) Working Group

Role & Function

Role

Under the strategic direction of the Australian Emergency Management Committee (AEMC), the National Committee on Critical Infrastructure Protection (NCCIP) and the National Counter-Terrorism Committee (NCTC), the NSIM Working Group will enhance decision support capabilities through access and use of relevant information, including spatial information. This focus will support critical infrastructure protection (CIP), counter-terrorism (CT) and emergency management (EM) within and between the Australian Government, states and territories and local government and will encompass prevention, preparedness, response and recovery (PPRR).

Functions

The NSIM Working Group shall:

a) Identify, propose and promote solutions to administrative, financial, legal, policy, security and technical barriers to collaborative sharing of spatial and other relevant information used to support CIP, CT and EM activities;

b) Evaluate and provide strategic advice on spatial and other information requirements of CIP, CT and EM agencies;

c) Maintain an inventory of existing and developing spatial information infrastructure and interoperability status;

d) Examine and make recommendations on:
i) data capture and access (including issues such as licensing, privacy, classification and releasability),
ii) standards, including symbology,
iii) technical infrastructure and appropriate models and tools, and
iv) capacity building, including awareness raising, education and skills development;

e) Facilitate the development and maintenance of a spatial information capability that is an integral component of all operational management and decision-making, which can readily be used across all jurisdictions and agencies;

f) Integrate the use, and assess the utility, of existing CIP, CT and EM information systems within current capability development activities and operational processes (e.g. exercises); and

g) Identify existing and emerging relevant information sources for the purpose of data integration and availability to the CIP, CT and EM community.

End of Appendix One

Appendix Two –Capabilities Identified in the Conybeare Report
Band One - Capabilities are those that would be easier to achieve in the short term:

· CT agencies across Australia are able to access a common stock of spatial information being produced by public agencies and have well distributed knowledge of how to access these data on-line (the foundation of the data library);

· Training programs are commenced for CT and EM to use spatial data and tools

· Spatial components are incorporated progressively into all CT exercises

· EM spatial data infrastructures continue to be developed across the country having regard to interoperability

· Commonwealth agencies are drawn into consultation with necessary datasets and arrangements for pursuing integrated systems

· Steps are taken to encourage networking across GIS practitioners across the country, including those in Police systems

· Agreements are negotiated across all jurisdictions so that spatial data are accessible, polices and arrangements are consistent etc – another key building block for the data library

· Discussions/negotiations with the Commonwealth Privacy Commissioner on issues involved in spatial data access and collection are begun

Band Two - Capabilities are those that would be achievable after Band One:

· Agreement is reached on specifications for the CT spatial data library

· New dataset accessioning priorities for the library are determined and a collection and management system is established

· Analytical GIS tools are developed and applied on a State by State basis but involving Geoscience Australia

· Higher levels of GIS skills are taught to operators

· Performance standards for operators are determined

· Formal reports are submitted under national auspices for all exercises

Band Three - Capabilities are for a longer term focus:

· A mature national CT integrated spatial data management system is operating

· Common fully supported infrastructures are in place ( with access arrangements, entitled users, protocols, for use, custodians’ rights and responsibilities defined, etc)

· Well understood and managed processes exist for maintaining data 

· A common approach to pricing is adopted across the country

· Regular reviews and evaluations involving all key stakeholders are in place

End of Appendix Two

Glossary

AEMC
Australian Emergency Management Committee

AGD
Attorney-General’s Department

ALGA
Australian Local Government Association

All Hazards
A generic reference to damage, destruction or disruption caused by natural disasters, negligence, accidents or by deliberate acts of terrorism, criminal activity and malicious damage.

ANZLIC 
Australian and New Zealand Land Information Council

APEC
Asia-Pacific Economic Cooperation

CIAC
Critical Infrastructure Advisory Council

CIP
Critical Infrastructure Protection

CIPMA
Critical Infrastructure Protection Modelling and Analysis Program

CT
Counter Terrorism

DIGO
Defence Imagery and Geospatial Organisation

EM
Emergency Management

EMSINA
Emergency Management Spatial Information Network Australia
GIRC
Geospatial Incident Response Capability in DIGO

GIS
Geographic Information Systems

National Security
Measures taken to plan for, prevent and respond to natural disasters, acts of politically motivated violence, or damage to Australian assets including critical infrastructure.

NCCIP
National Committee on Critical Infrastructure Protection

NCTC
National Counter Terrorism Committee

NSIM
National Spatial and Information Management Working Group

NSINS
National Spatial Information for National Security

NIMAG
National Information Management Advisory Group

PPRR
Prevention, Preparedness, Response and Recovery

PSCC
Protective Security Coordination Centre in AGD

End of Glossary 

End of Document





























































































































































































































































































































































































































































� Appendix one is an extract from the NSIM Terms of Reference 
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